Northern Illinois University

Huskie Commons
Honors Capstones

Undergraduate Research & Artistry

5-5-2019

Cybersecurity Virtual Machine
Vidya R. Anjur

Follow this and additional works at: https://huskiecommons.lib.niu.edu/studentengagementhonorscapstones

Recommended Citation
Anjur, Vidya R., "Cybersecurity Virtual Machine" (2019). Honors Capstones. 363.
https://huskiecommons.lib.niu.edu/studentengagement-honorscapstones/363

This Website is brought to you for free and open access by the Undergraduate Research & Artistry at Huskie
Commons. It has been accepted for inclusion in Honors Capstones by an authorized administrator of Huskie
Commons. For more information, please contact jschumacher@niu.edu.

NORTHERN ILLINOIS UNIVERSITY
Cybersecurity Virtual Machine
A Capstone Submitted to the
University Honors Program
In Partial Fulfillment of the
Requirements of the Baccalaureate Degree
With Honors
Department Of
Computer Science
By
Vidya Anjur
DeKalb, Illinois
May 11, 2019

University Honors Program
Capstone Approval Page
Capstone Title (print or type)
Cybersecurity Virtual Machine

Student Name (print or type) _______Vidya Anjur_______________
Faculty Supervisor (print or type) ___Dr. James Leon____________
Faculty Approval Signature _________________________________
Department of (print or type) ___Computer Science______________
Date of Approval (print or type) ______________________________
Check if any of the following apply, and please tell us where and how it was published:

󠆷 Capstone has been published (Journal/Outlet):
________________________________________________________________

󠆷 Capstone has been submitted for publication (Journal/Outlet):
________________________________________________________________

󠆷 Capstone has been presented (Conference):
________________________________________________________________

󠆷 Capstone has been submitted for presentation (Conference):
________________________________________________________________
Completed Honors Capstone projects may be used for student reference purposes, both
electronically and in the Honors Capstone Library (CLB 110).
If you would like to opt out and not have this student’s completed capstone used for reference
purposes, please initial here: _______ (Faculty Supervisor)

HONORS CAPSTONE ABSTRACT

A lot of students don’t know very much about cyber security or are too intimidated by it
to learn more about it. Universities typically don’t have many security classes to teach
students, either. For my senior capstone project, I designed and set up a standalone
‘target’ security Virtual Machine (VM). The purpose of the VM is for students such as
myself to learn and practice hands-on security penetration techniques and learn more
about the tools used, in order to have a greater understanding of cybersecurity. This
tool will not be a complete learning resource for students about the computer security
field, but it will be a good starting point for those wishing to learn more.
Now, I will talk about my materials and methods. For this project, I created a ‘target’
machine and used a pre-built ‘tools’ machine. I used Oracle VirtualBox software on my
laptop to host a virtual target machine. I decided to use the Ubuntu Linux distribution
as my operating system image. I setup a virtual network within the VM for testing using
VirtualBox settings and connected the tools machine to the same network. This way, I
made sure I would not expose my personal network to any vulnerabilities or attacks. I
installed certain software and created certain exploits within the target machine that
were able to be exploited using the tools machine. I will list these in detail later on.
For the tools machine, I decided to use a pre-built virtual machine called Kali Linux, for
offensive testing. Kali Linux is a Debian-derived Linux distribution designed for digital
forensics and penetration testing. Kali is used for penetration testing, security research,
computer forensics and reverse engineering. It is widely available for use and
frequently maintained. This distribution also comes with at least a hundred tools used
for offensive security practice and training. I will go into detail about which tools I used
as we go through the exploits on the target VM.
To set up the target VM, I first started by installing some software. I began by
downloading the Ubuntu distribution .iso file from the official website and loading it onto
VirtualBox. I configured the internal network settings as mentioned earlier so that it
would have a virtual network. Next, I began by installing a LAMP server, XAMPP.
LAMP contains bundle of web service stacks, and stands for Linux, Apache HTTP
Server, MySQL database management system, and PHP programming language. I
have used this tool in Windows before to host a local webserver with PHP and HTML
files and decided it would be a good tool to use for Linux as well.
Once I set up XAMPP, I created a basic website with a few html and PHP files,
including a home page, a login page, and an admin page that was restricted only to
administrators. I created a MySQL database with a list of users and passwords,
including the admin login. For the home page, I changed the page so that it would look
broken (broken links and broken banner image at the top) by editing the /etc/host file to

point to ‘localhost’ as its domain name instead of the IP address of the actual machine.
I double-checked this by changing the file back, and the website looked correct.
To check that the website was up, on the tools machine, I used the nmap tool. nmap is
a network scanner that is used to discover hosts and services on a network, and can
discover many things, including hosts, services, and operating systems on a network. I
used nmap to check the IP of the target machine and found that the http port number
was what I set it up to be, and that I could navigate to the website.
On the target machine, I had also created a robots.txt file which pointed to the admin
page. However, if not logged in as administrator, you would not be able to see the
page, and you would get a Forbidden error message instead. To find the robots.txt file,
on the tools machine, I used the dirb tool, a web content scanner that is able to use
brute force to find any available files and folders on a website. To bypass the
administrator login, I set up the database so that you would be able to use an SQL
injection on the login page, and then you would be able to login as administrator. An
SQL injection is a code injection technique/attack that uses malicious SQL statements
designed to manipulate an SQL database into revealing information. In this case, using
an SQL injection could both reveal all the fake logins/passwords that I put in the
database, as well as find the admin login by itself.
Once on the special administrator page, I uploaded an image of a cat with a hidden
message inside (I used steghide for this, as I explain later). To find the hidden
message, you would need a secret pass phrase. Using the dirb tool from earlier on the
tools machine, you would see that two files were listed: the robots.txt file, and a test.txt
file. The test.txt file is easily accessible (requires no admin privileges to see) and
contains the passphrase for the image. Once you have the passphrase, you can use a
tool called steghide on the tools machine. steghide is a steganography program that is
able to hide and extract data from different kinds of image and audio files. Using
steghide with the downloaded image and the passphrase, you can see that I had
inserted the message “Congratulations!” within the image.
So, as you can see, the cybersecurity target virtual machine that I created can be a
very useful tool for those learning more about the cybersecurity field and various types
of tools and exploits used. For this VM, a user would learn about tools such as nmap,
dirb, steghide, XAMPP, PHP, HTML, and MySQL. They would learn about types of
exploits such as SQL Injection and steganography, as well as a little bit about
networking ports and web servers. This is a very good starting point for those wishing
to learn more about penetration testing.
I learned a lot myself as I went through creating this virtual target machine. I started off
by doing a lot of background research, including finding out information on existing
target and tool VMs, as well as common exploits in software and penetration
techniques used. I explored Kali Linux and was able to learn more about a lot of the

tools and options it offered. It proved to be a very nice introduction for myself, as I
continue to learn more about security.
In the future, I hope to add more to this project. This could include vulnerable software
with known exploits, using and cracking hashes, creating a way to use XSS (cross side
scripting), and more. There are many types of vulnerabilities and threats out there, and
the possibilities are endless. I hope that this tool will be of great use to those looking to
get into the cybersecurity field, especially those who don’t have many resources
available to them through their schools.

